bstract—This paper presents a new methodology for
Heviating a bandwidth starvation problem of WWW (HTTP)
lication due to using BitTorrent application at the same
me. The proposed approach is to separate these applications
a the different internet connections. The Application Metric
}assiﬁer is applied to be a dynamic decision of load balancer
r. adaptively distributing Internet applications between the
sternet connections. This results in optimizing both a service
pality for HTTP and network resource utilizations
multaneously.

ndex Terms— Load Balancing, BitTorrent, QoS

I. INTRODUCTION

OWADAYS, many users are using Peer-to-Peer (P2P)
application to share very large files e.g. multi-media
les over the Internet [1],[2].

BitTorrent (the popular P2P application), a large file is
ded into a large number of smaller data blocks, each
sually between 32K and 256K, and these blocks are then
ed independently [1]. Client can download multiple
nks of the file in parallel. In addition, the client can share
vidual data blocks for upload to other clients even if it
not finished downloading the entire [1]. Therefore, using
Torrent transferring (downloading) the large file is a
se of very high traffic volume compared to traditional
nload using FTP and HTTP [2]. This means that high

er applications like web browsing (HTTP application).
BitTorrent often put huge pressures on Internet operators

0sts to the upstream ISPs and inter exchange carriers is
1e expensive [3],[4]. -

3roadband ISP would like to limit the BitTorrent traffic
rder to solve a problem of bandwidth starvation for other
lications [2]-[4]. For example, HTTP (WWW
ation) customers who are in the same apartment as a
BitTorrent customers often have a big problem of
dwidth starvation aithough ISP provides a big Internet
ection for this place. This means that the HTTP
mers are provided lower level of service than they are
lly paying for. Traditional BitTorrent uses ports in the
of 6881-6889. If these ports are busy for some reason,
ent will allocate connection port dynamically [4], [5].
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dwidth is used by P2P and results in less bandwidth for

Internet Service Providers (ISP) because the bandwidth -
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Therefore, traditional rate-limiting device which uses port
number to identify BitTorrent packets may not limit
bandwidth of BitTorrent traffic [2], [4]. The rate-limiting or
rate-shaping device has to identify the BitTorrent traffic by -
inspecting the TCP/IP packets, identifying distinct packet
types based on the data they contain [3]-[5]. This means that
some processing at application layer of TCP/IP stack is
required to identify BitTorrent pattern. Therefore, all
Internet applications will take additional time-delay at the
rate-limiting device known as a processing delay problem.
Additionally, P2P traffic identification using application
signature may be not reliable. This is because that the
application signature analysis for P2P traffic. has to be
modified when a new version of P2P application is released
[4].

Nowadays, many ISP often has two Internet connections
for redundancy or load sharing solution. Traditionally, there
are three basic load balancing techniques for router or
gateway [6]-[8]: Per-packet, Per-destination and Per-flow.
However, a main target of these load balancing techniques is
only effective network resource (bandwidth connection)
utilization without a target of supporting quality of service
(QoS) [9]-[12]. Per-port load balancing method [13] is not
popular. This is because that it may be not effective network
resource utilization since layer-4 (TCP or UDP) sessions are
fixed for each internet connection.

This paper proposes to solve the problem of bandwidth
starvation of HTTP application by using the adaptive Per-
port load balancing approach [9]-[12]. The proposed
methodology separates HTTP traffic from P2P traffic to one
internet connection by using the port number 80, which
processes at Transport layer of TCP/IP stack. By this
approach, it is not necessary to know which port numbers
are used for P2P traffic. Thus, using this methodology
allows the packet to be faster process compared to the
existing method. From experiments in section 4, this results
in a good service quality for WWW application while P2P
traffic still takes place at the same time since HTTP and
most P2P traffic are served with different internet
connection. The proposed solution applies Application
Metric Classifier to be a load balancer for dynamically
distributing  Internet  applications between Internet
connections. By this adaptive methodology; the proposed
load balancing can optimize both a good QoS for HTTP
users and network resource utilization simultaneously.

The proposed mechanism contains two states. One is an
initial state and other is an adaptive state. In the initial state,

HTTP traffic that is identified using port 80 is forward to
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one of the two internet connections. And forward other
applications that are identified using other ports to the other
Internet connection. This allows HTTP application to obtain
the good service quality. In adaptive state, some application
that its traffic volume does not degrade the service quality of
HTTP traffic can be adaptively forwarded to the same
bandwidth connection as HTTP application by making
decision of Application metric Classifier. Therefore, all
HTTP users will get the good QoS and two Internet
connects can be used effectively simultaneously.

The rest of paper is organized as follows. Section II states
problem addressing and previous work. The proposed
adaptive port-load balancing mechanism is presented in
Section III. Section IV describes a network configuration,
experiment setup. Section V gives experiment result and
discussion. Section VI offers conclusions and further work.

II. BACKGROUND

A. Problem Statement

Traditionally, a problem of bandwidth starvation for HTTP
due to P2P is solved by using a bandwidth limiting device
that requires an advance process of identifying P2P traffic at
the application layer of TCP/IP stack [2]-[4]. This method
adds time-delay for all internet applications.

The application signature analysis for 1dentifying P2pP
traffic has to be upgraded when a new version of P2P
application is released [4]. Therefore, currently used P2P
traffic detection method may be not accuracy completely.

Traditional load balancing techniques i the gateway (e.g.
router) are designed without a target -of service quality for
desired application [9]-[12]. Additionally, it excludes a
target-for the problem of bandwidth starvation for HTTP due
to P2P.

Typically,. the per-flow load balancing is popular for
implementation. Because the per-packet load balancing has
a problem of out-of-order packets and thé per-destination
requires a high memory for keeping destination IP
addresses.

B. Previous Work

Since the traditional load balancing is designed excluding
a target of the QoS requirement,
proposed a novel adaptive per-port load balancing that is a
load balancing method at the transport layer (TCP or UDP).
Application Metric (AM) Classifier adaptively classifies
" Internet applications into one of two classes. One is First
Class and the other is Economic Class. There are two targets
of the proposed load balancing. One is to maintain QoS
requirement for desired application. Other is a basic target of
normal load balancing technique that is an efficient
utilization of network resources (bandwidth connections).

Application Metric (AM) Classifier uses an Application
Metric to evaluate a cost for each Internet application based

on a type of delay-sensitive application, current traffic -

volume and packet size. Internet traffic can dynamically

Reference [9]-[12]

balance between Internet connections with respect to a QoS-
requirement for the desired application because the’
Application Metric is the weight adjustment equation. Th
mechanism of AM is the Neuro-fuzzy methodology tha
uses Fuzzy control to adjust weights of neural network
Therefore, the change in environment (e.g. traffic volume
network usage) effects directly to the application cost. |
should be note that AM equation that is implemented in th
initial state is a feedforward neural network so it does nof
take time for learning. Additionally, this Neuro-fuzzy
method is not used for traffic classification like [4], [14].

Reference [10] presented Application Metric (AM)
equation that is only specifically designed for VolIp
application. Then, AM equation is developed for genera
delay-sensitive Internet application e.g. Telnet [9].
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III. ADAPTIVE LOAD BALANCING USING APPLICATION
METRIC

Based on assumption that there are two Interne
connections. This paper applied the AM Classifier (adaptive
load balancing using Application Meiric) to solve the
problem. There are two objectives of this methodology. Ong
is how to maintain QoS for HTTP traffic and other is how
use network resource (bandwidth connection) effectively:
Internet applications will be classified into two classes. Ong
Internet connection is. dedicated for the first class and oth
Internet connection is assigned for the economic class. Th
mechanism contains two states as below.

A. Initial State

In this state, there is only HTTP as member of the f
class and other applications are member of the economi
class as mentioned in subsection [I-B.

B. Adaptive Stat . 7
P e Internet Connection of First Class

HTTP
AM
HTTP, Classifier | Telnet, SSH
Telnet, SSH, &
FTP, SMTP, ‘
p2p DNS, VolIP, FTP,
SMTP, P2P |

Internet Confiection of Economic Class

Fig. 1: In the adaptive state, the first-class may contain both the’
application and other applications. This introduces fairness in the !
bandwidth connections with respect to keep the QoS for
application. The target of this state is not only to meet the
requirement but to balance the load as well.



" In this state, the weights [9] are adjusted by the proposed
fuzzy tuning system [9] so that other applications can be in
£ (he first class. Thus, the first class may contain the HTTP
application and other “applications as shown in Fig 1. This
results in the optimization of both the utilization of network
 resources and QoS for the desired application

C. Mechanism of Application Metric Classifier

As mentioned above, the mechanism of Application Metric
L Classifier is the neuro-fuzzy system. The neural network is
own in the Fig. 2. Equation of this neural network is an
plication metric equation. By this methodology, the
uation can be the weight adjustment equation. The
weights in the application metric equation are adjusted by
the fuzzy control shown as in Fig. 3. More detail of this
peural network equation, fuzzy rule and so on can be found

Hidden Layer

Fig. 2: The multilayer perceptron (MLP) is used to create the application
metric formula which is the criterion for evaluating the application cost

for each application )
Fuzzy Tuning System

Reference model
or Target

N
WQ*L
(T} 4
Tl A

Packet meuding—‘t- -
)
{Plan))

Adjust Weights

Fig. 3: The proposed mechanism contains the neyral network and the
fuzzy tuning system'known as Hybrid system. Yys is the link usage
. output, Yy, is the delay output, Tys is the link usage target, Tp is the

- rate of Eyg, Rp is the rate of Ep, Fp is the delay force for maintaining
the QoS for WWW (first target), Fys is the link usage force for utilizing
the usage of linkl and link2 (second target), and Wr is 1he welghl
~update to tune wexghts of the neural network
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IV. EXPERIMENT CONFIGURATION

A. Network Configuration

The network configuration of sonetwork co., Itd in
Changmai, Thailand was established to provide Internet
service for customers at Baanthai apartment and Hillside
condominium as shown in a Fig 4. There are 2 internet
connections for both sites (Baanthai, Hillside). One is TT&T
Internet connection and the other is TOT Internet
connection. Each connection is 2 Mbps ADSL with SME
class (Business level).

2 Mbpsrk

2 Mbps
SME Class SME Class
ADSL - ADSL
Router Router
100 Mbps 100 Mbps
Load Balancer
1,000 Mbps
Bandwidth -
Controller
1,000 Mbps

100 Mbps 1,000 Mbps

100 Mbps

100 Mbps

. Access Point
802.11g, 54 Mbps

Access Point
802.11g, 54 Mbps

Fig. 4 shows the network configuration for experiments
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There are four methodologies for performance evaluation.
Thus, there are four experiments. Network configuration of
experiment 1 is shown in Fig. 4. A load balancer with per-
flow- load balancing mode is implemented on Linux Server
(IBM xSeries 100). The Netfilters [15] (i.e. iptables) is used
to enable the IBM Linux Server to be the load balancer. A
‘bandwidth controller is also implemented on the onLinux
Server (IBM xSeries 100). The iptables with a modification
of rope script [16] and CBQ [17], [18] (i.e. tc command) are
used to eénable the IBM Linux Server to be a rate-limiting
BitTorrent application. The 10 kbps is allowed for each
BitTorrent flow.

Network configurations of experiment 2 to 4 are the same
as the experiment 1. The difference is that there is no the
bandwidth controller. The difference in experiment of 2 to 4
1s a load balancing methodology. In the experiment 2, the
per-flow load balancing mode is implemented. In the
experiment 3, the ‘static per-port load balancing' mode is
implemented. WWW packet (HTTP application) is
forwarded to TT&T Internet connection and other IP packet
(Other application) is forwarded to TOT Internet connection.
In the experiment 4, the proposed adaptive load balancing
with application metric is implemented. TT&T Intemnet
connection is dedicated to the first class and TOT Internet
connection is dedicated to the economic class.

B.  Performance Evaluation

There are two major performance evaluations as follows:

One is a QoS performance for WWW applications. It can be
measured from average time-delay of displaying web page
(HTTP application) which is measured in unit of second.
- The other is a load balancing performance, which can be
measured from fairness in use of network resources (two
bandwidth connections). Unequal usage of links, measured
in percentage of bandwidth link usage, is the difference
between two link usages.

C. Experiment Setup

Each experiment was constructed as follow. Internet
Temporary File was deleted before accessing to web page
(e.g. yahoo.com, google.com) and there was at least one
BitTorrent user. There were three times for accessing to the
same web page for one testing. In each experiment, theré
were at least 63 tests. The testing was implemented on 9:00-
10:00, 12:00-13:00, and 18:00-19:00 for 7 days (Monday-
Sunday). The experiments at the Baanthai Apartment were
done during August 1-7, 2007. The experiments at the

Hillside Condominium were done during August 8-15, 2007

All parameters setting for Application Metric classifier
are the same as subsection 5.2 in [9]. The difference is that a
target of delay is equal to 4 second because Reference [19]

suggests that Web page downloads should complete in a few -

seconds (e.g., less than 5 second).

it 184

V. EXPERIMENT RESULT

A. Load Balancing Performance

| " Link usage (%) Unequal usage
Methodology TT&T TOT of link
Per-flow LB ) 96% - 94% 2“/ﬁ
_flow LB + dwi k
gf)rngg:w LB Bap 'width 90% 89% 1%
Static Per-port LB 68% -98% 30%
Adaptive Per-port LB 80% 98% 18%

- balancing only 4.68 %. However, the proposed methodology.

Table 1 shows experiment result of Load balancing performance
percentage. '

From our experiment as shown in Table I, the per-flow:
load balancing & bandwidth controller methodology is the.
best performance in load sharing since the per-flow load
balancing distributes flow in round robin fashion [8].

The proposed methodology gives a better performance
than the static per-port load balancing since it adaptively
distributes applications into one of two classes. i

B. Time-delay of web page performance

Methodology dislaying web poge (econd)
Per-flow LB 20.28
- +
F}g;rn gg]w LB + Bandwidth s 48
Static Per-port LB 4.28
Adaptive Per-port LB 448

Table 2 shows experiment result of the averagé time-delay o
displaying web page in unit of second. . -

From our experiment as shown in Table 2, the proposed
methodology gives a better performance in time-delayftharjt
both of the per-flow load balancing methodology and the
per-flow  load balancing & bandwidth  controller
methodology up to 294 % and 19 %, respectively. This i;
because the proposed methodology includes a target of
service quality for WWW application and operates at the
transport layer. ‘ '

The static per-port load balancing methodology is the best
performance in time-delay since it separates WWW
application from all other- applications. It is better
performance in time-delay than the adaptive per-port load

has a better performance in load balancing than the stati{:
per-port load balancing methodology up to 67%.



V1. CONCLUSION

- This paper presents the adaptive load balancing technique
L that ineludes a target of avoiding bandwidth starvation for
WWW application due to BitTorrent. The proposed load
alancing gives a better performance in load sharing than
$ the static per-port load balancing method. In QoS
erformance evaluation, it gives a better performance than
oth of the per-flow load balancing and the per-flow load
ancing & bandwidth controller method. The proposed
pad balancing can avoid the problem of bandwidth
tarvation for WWW application and effectively use
twork resources at the same time. This load balancing

The adaptive load balancing with Application Metric will
e studied to distribute Internet applications among several
sandwidth connections in further work.
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